L Numbe 


r Hi t- 


5 Search Text . ■ 

l user and (multiple near accounts) and 
(common near password) 


DB 

USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT ; 


Time stamp 
2004/03/03 10:14 






2 user and (multiple near accounts) and 
(single near password) 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/03 10:16 


- 


11 


user ana (multiple near accounts) and 
(single near (login or logon)) 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/03 12:34 




1 


0067667" . PN. 


IBM TDB 




- 


0 


user and {multiple near accounts) and 
(single near (login or logon)) and hash 


USPAT 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/03 10:19 
2004/03/03 10:23 




2916 


hash and password 


IBM TDB 








USPAT; 


2004/03/03 10:24 








US-PGPUB; 








EPO; t JPO; 










DERWENT; 




- 


150 


(hash and password) and (single near 
(login logon) ) 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/03 10:29 




17 


{(hash and password) and (single near 
{login logon))) and ( (generat$3 creat$3) 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT ; 


2004/03/03 10:59 






near password) 




- 


177 


single near logon 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/03 10:38 


- 


0 


(single near logon) and (receiv$3 near 
(user near id) ) 


IBM TDB 
USPAT; 


2004/03/03 10:39 






US-PGPUB; 
EPO; JPO; 
DERWENT; 






0 


(single near logon) and (send$3 near (user 
near id) ) 


IBM TDB 
USPAT; 


2004/03/03 10:39 






US-PGPUB; 
EPO; JPO; 
DERWENT; 


- 


2 


((single near logon) and (user near id)) 
and (hash near password) 


IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT ; 


2004/03/03 10:40 




139 


(single near logon) and (user near id) 


IBM TDB 
USPAT; 


2004/03/03 10:42 








JS-PGPUB; 






] 


2P0; JPO; 










DERWENT; 






1 


'5475762". PN. 


EBM TDB 






1 


'528751 9 " . PN . ! 


JSPAT 


iUUfi/Uo/Uo 10:51 




1 ' 


'4786900". PN. | 


JSPAT 


2004/03/03 10:52 




13 


( (hash and Dasswnrd) a nr i f c ^ n _i„ „ 

h ja ^a wuj.u; ana (single near { 

(login logon))) and ( (generat$3 creat$3) r 


JSPAT ; 
JSPAT; : 
JS-PGPUB; 
:PO; JPO; 


2004/03/03 10:53 
2004/03/03 10:59 




r 


lear password) ) not cookie E 








C 

1 l 


)ERWENT; 
BM TDB 
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550 



13 



10 



1 
1 
1 

309 



((hash and password) and (single near 
(login logon) ) ) and (multiple near 
accounts) 



user and (single near (password or login 
or logon) ) 



(user and (single near (password or login 
or logon))) and (hash near password) 



(user and (single near (password or login 
or logon))) and ("syemtric encryption 
algorithm" ) 



(user and (single near (password or login 
or logon))) and (encrypted near (random 
near number) ) 



(user and (single near (password or login 
or logon))) and (authenticat$3 near user) 



214 ( (user and (single near (password or login 
or logon))) and (authenticat$3 near user)) 
and (user near id) 



(((user and (single near (password or 
login or logon))) and (authenticat$3 near 
user) ) and (user near id) ) and (hash near 
password) 

(user and (single near (password or login 
or logon))) and "password transform 
algorithm" 



513 



12 



"password transform algorithm" 



(hash near function) and (symetric near 
key) 



(hash near function) and (symmetric near 
key) 



(((hash near function) and (symmetric near 
key)) and @pd<=20000421) and (encrypt$3 
near (random near number) ) 



USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT ; 
IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT 

USPAT 

USPAT 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT ; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 
EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM TDB 



2004/03/03 11:02 



2004/03/03 13:13 



2004/03/03 13:06 



2004/03/03 12:57 



2004/03/03 13:04 



2004/03/03 13:01 
2004/03/03 13:01 
2004/03/03 13:02 
2004/03/03 13:04 



2004/03/03 13:05 



2004/03/03 13:06 



2004/03/03 13:13 



2004/03/03 13:18 



2004/03/03 13:20 



2004/03/03 13:20 



2004/03/03 13:22 
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- 


87 


( (hash near function) and {symmetric near 


US PAT ; 


2004/03/03 


13 


: 25 






key)) and @pd<=20000421 


US-PGPUB; 
EPO; JPO; 
DERWENT; 








15 




IBM TDB 








- 


(((hash near function) and (symmetric near 


USPAT; 


2004/03/03 


13 


: 25 






key)) and @pd<=20000421 ) and (authenticate 


US-PGPUB ■ 










near user) 


EPO; JPO; 
DERWENT; 










22 




IBM TDB 








- 


{((hash near function) and (symmetric near 


USPAT; 


2004 /03/03 


14 


: 02 






key)) and @pd<=20000421 ) and 


US-PGPUB; 










(authenticat$3 near user) 


EPO; JPO; 
DERWENT ; 
IBM TDB 








_ 


1 


{{((hash near function) and (symmetric 


USPAT 


2004/03/03 


1 4 


: 00 




20 


USPAT; 


2004/03/03 


14 


:43 






near key)) and @pd<=20000421 ) and 


US-PGPUB; 










(authenticat$3 near user) ) and (encrypt$3 


EPO; JPO; 












near key) 


DERWENT; 
IBM TDB 










20 


( ( ( {hash near function) and (symmetric 
near key)) and @pd<=20000421 ) and 
(authenticat$3 near user)) and (encrypt$3 
near key) and (symmetric near key) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


14 


:44 




0 


(((((hash near function) and (symmetric 
near key)) and @pd<=20000421 ) and 
{authenticat$3 near user)) and (encrypt$3 
near key) and (symmetric near key) ) and 
(encrypt$3 near (random near number) ) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


14 


45 




13 


(((({hash near function) and (symmetric 
near key)) and @pd<=20000421 ) and 
(authenticat$3 near user) ) and (encrypt$3 
near key) and (symmetric near key) ) and 
{random near number) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


14 


59 




4819 


hash near function 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


15: 


00 




514 


{hash near function) and password and 
"random number" 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


15: 


00 




2 


( (hash near function) and password and 
"random number") and ( (calculat$3 near 
(hash near value)) same (password and 
"random number") ) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


15: 


05 




19 


( (hash near function) and password and 
"random number") and ((hash near value) 
same (password and "random number")) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2004/03/03 


15: 


08 




17 


( ( (hash near function) and password and 
"random number") and ({hash near value) 
same (password and "random number"))) not 
{ ( (hash near function) and password and 
"random number") and ( (calculat$3 near 
(hash near value) ) same (password and 
"random number") ) ) 


USPAT; 

EPO; JPO; 
DERWENT ; 
IBM_TDB 


2004/03/03 


15: 


06 




11 


( (hash near function) and password and 


USPAT; 


2004/03/03 


16: 


13 






"random number") and (hash same (password 


US-PGPUB; 








and "random number")) and @pd<=200004 19 


EPO; JPO; 
DERWENT; 
IBM TDB 
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871 I parfenov 



2002/0138728 



0 "2002/0138728 Al" 



"20020138728" 



454 



43 



88 



51 



single near sign-on 



((single near sign-on) and (password and 
(login near id))) and (multiple near 
accounts) 



((single near sign-on) and (password and 
(login near id))) and (symmetric near key) 



( (single near sign-on) and (password and 
(login near id))) and (random near number) 



08872710. ap. 



'08872710" 



(single near sign-on) and (password and 
(login near id) ) 



(encrypt$3 near (random near number)) and 
(symmetric near key) 



({encrypt$3 near (random near number)) and 
(symmetric near key)) and (single near 
(sign-in logon) ) 



(encrypt$3 near (random near number)) and 
(symmetric near key) and (hash near 
function) 



US PAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT ; 

IBM__TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT ; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM__TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM__TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBMJTDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM__TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM TDB 



2004/03/03 16:14 



2004/03/03 16:14 



2004/03/03 16:15 



2004/03/03 16:30 



2004/03/03 16:31 



2004/03/03 16:32 



2004/03/03 16:35 



2004/03/03 16:35 



2004/03/03 16:36 



2004/03/03 16:36 



2004/03/04 13:19 



2004/03/04 13:21 



2004/03/04 13:20 



2004/03/04 14:45 
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672 


hash and (server near name) 




USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/04 


14 


:46 


— 


34 


hash with {server near name) 




IBM TDB 
USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/04 


14 


:51 




3 


(hash with (server near name)) and (hash 
with (random near number)) 


IBM TDB 

USPAT; 

US-PGPUB; 


2004/03/04 


16 


00 










EPO; JPO; 
















DERWENT; 








- 


0 


(encrypted near (random near number)) 
"based on user id" 




IBM TDB 










same 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 


2004/03/04 


16: 


01 




13 


(encrypted near (random near number) ) 
(user near (name id identity) ) 


same 


IBM TDB 
USPAT; 


2004/03/04 


16: 


01 








US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 
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